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Contract

Contract

TAC service request

Data from Customer case
attachments

Provide remote access support
Work with Customer to resolve
support case; access based on

functional responsibility

Review quality of support
service

Perform analysis of the Service
solution

Customer or Partner
works with Cisco to

resolve the support case

Hosting / storage of TAC support
information

TAC support
information and
Customer case

attachments
retained for 10
years +1 day

Cisco TAC leverages a Customer Relationship Management
(CRM) case management system to deliver our services and
capture TAC Support Information. This system is a
customized instance on the SalesForce.com (SFDC)
platform known as Support Case Manager (SCM) and utilizes a
numerical Service Request (SR) case assignment process.
Cisco TAC SR case details and associated case notes within
Cisco’s CRM system are stored at the Salesforce.com (SFDC)
data center, which physically resides in Washington DC,
USA. Customer Case Attachments (including detailed
system logs, etc.) uploaded by customers are housed in a
data repository hosted by Amazon Web Services (AWS - US East
Region, Northern Virginia), and replicated for resilency
to another AWS data repository (AWS - US West Region -
Oregon).

Third-Party Data Centers:
Washington, DC
Portland, OR
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Service Request, Authentication Information (exclusive of passwords),
Work Organization and Responsibilities

TAC Support Information

Device Configuration (e.g., running config and startup config, SNMP
Strings (masked); Interface description, Command Line Interface (CLI)
(i.e., Show Commands, such as Show Version), Product Identification
Numbers, Serial Numbers, Host Names, Sysdescription (has device
location), IP Addresses, Operating System (OS) Feature Sets, OS Software
Versions, Hardware Versions, Installed Memory, Installed Flash, Boot
Versions, Chassis Series, Slot IDs Card Types, Card Families, Firmware
Versions, MAC Address, SNMP MIBs (ACLs, CDP)
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